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CrossMark

In today's world, the use of modern cybersecurity technologies is vital for
organizations. However, the adoption of these technologies among
entrepreneurial organizations faces challenges. This research aims to analyze
the technical, organizational, and environmental factors influencing the
adoption of cybersecurity technologies in entrepreneurial organizations. In this
regard, structural equation modeling (SEM) was used to examine the impact of
these factors on the adoption of cybersecurity technologies. This study
employed both statistical methods of structural equation modeling (SEM) and
artificial neural network (ANN). The statistical population consisted of experts,
specialists, and managers in the field of information and communication
technology (ICT) with experience in entrepreneurship, totaling 251
individuals. A sample of 152 individuals was selected using random sampling
and Cochran's formula. For data analysis, SEM was used to present the
conceptual model and examine causal relationships among variables, while
ANN was utilized to predict technology adoption based on influential factors.
SPSS and PLS-SEM software were used for these analyses. The results indicate
that regulatory and compliance requirements, senior management support,
technology compatibility, ease of use, organizational culture, competitive
pressure, security capabilities, sufficient resources, and user readiness and
awareness positively and significantly impact the adoption of cybersecurity
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technologies. These findings assist managers of entrepreneurial organizations
in identifying and managing key factors influencing the adoption of these
technologies. Additionally, these results can contribute to the development of
theoretical frameworks in the field of technology adoption in entrepreneurial
organizations. Sensitivity analysis using ANN with a sigmoid transfer function
and backpropagation algorithm showed that environmental factors, with a
normalized importance mean of 33.3%, had the highest importance in the
conceptual model of the research. Organizational factors ranked second with
28.8% normalized importance, while technical factors, with 25.2%, had the
least importance among the three categories of factors examined. These
findings highlight the decisive role of environmental and organizational factors
compared to technical factors in the phenomenon under study. These findings
can help improve the process of adopting new cybersecurity technologies in
organizations. Overall, the results of this study suggest that for the successful
adoption of new cybersecurity technologies in organizations, special attention
should be paid to cultural factors, resources, regulatory requirements, and
management support. Understanding and prioritizing these key factors can
significantly help managers in formulating more effective strategies and plans
to increase the adoption rate of these technologies.

Keywords:  Cybersecurity,  Technology = Adoption,  Entrepreneurial
Organizations, Structural Equation Modeling, Artificial Neural Network

Introduction

The adoption of modern cybersecurity technologies is critical for organizations in today's digital
era. As cyber threats increase globally, the need for robust cybersecurity measures becomes more pressing.
According to McKinsey's cybersecurity report in 2022, global cyberattacks have increased by 31%
annually. Similarly, a 2023 study by the Cybersecurity Research Center indicates that 78% of small and
medium-sized enterprises are at risk of ransomware attacks. The significance of cybersecurity is further
highlighted by Harvard University's 2021 study, which found that 87% of customers lose trust in a
company following a cybersecurity breach. Additionally, Gartner's 2023 report states that 92% of
customers consider cybersecurity important when selecting digital services. The European Union's
General Data Protection Regulation (GDPR), implemented in 2020, mandates that organizations comply
with security standards (European Union, 2020). In the UK, the National Cyber Security Centre's 2024
report reveals that 85% of entrepreneurial organizations are required to implement cybersecurity
programs. Furthermore, the 2023 report from the Center for Security Data Analysis shows that 63% of
entrepreneurial organizations view customer data as a strategic asset. In Iran, the National Cyber Space
Center's 2023 report indicates a 65% increase in cyberattacks on small and medium-sized enterprises,
emphasizing the need for enhanced cybersecurity measures. The Ministry of Communications and
Information Technology's 2024 report shows that 72% of entrepreneurial organizations in Iran are
implementing comprehensive cybersecurity programs. These reports underline the critical importance of
adopting new cybersecurity technologies for entrepreneurial organizations to safeguard their assets and
maintain trust (Badami et al., 2022; Karimi et al., 2023; Tarhini et al., 2015). In today's world, the use of modern
cybersecurity technologies is vital for organizations. However, the adoption of these technologies among
entrepreneurial organizations faces challenges. This research aims to analyze the technical, organizational,
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and environmental factors influencing the adoption of cybersecurity technologies in entrepreneurial
organizations.

Methods and Materials

This quantitative research employed a survey methodology to analyze the factors influencing the
adoption of cybersecurity technologies in entrepreneurial organizations. The statistical population
included experts, specialists, and managers in the ICT field with entrepreneurship experience, totaling 251
individuals. A sample of 152 participants was selected using random sampling and Cochran's formula.

Participants were chosen based on their education, job experience, and relevance to the study's
focus areas. Data collection was conducted using a Likert-scale questionnaire to measure agreement or
disagreement with identified factors. A total of 134 valid responses were analyzed using Structural
Equation Modeling (SEM) and Artificial Neural Network (ANN) techniques. The SEM approach was
used to develop a conceptual model and examine causal relationships among variables, while ANN was
utilized to predict technology adoption based on influential factors. SPSS and PLS-SEM software were
employed for data analysis.

Findings

Demographic analysis of the 134 participants revealed that the majority were aged 36-45 years
(43.3%), followed by 25-35 years (31.3%). Most participants were male (73.1%) with a master's degree
(47.8%). The majority had 11-15 years of work experience (43.3%) and worked in private companies
(65.7%). Geographically, 61.2% resided in Tehran.

The Kolmogorov-Smirnov test confirmed that none of the variables followed a normal distribution.
Single-sample t-tests showed that variables like entrepreneurship, technical skills, innovation, and risk-
taking had significantly high mean scores, indicating their importance in the sample studied. SEM results
indicated that regulatory requirements ( = 0.228, p = 0.032), senior management support (= 0.187, p =
0.001), technology compatibility (f = 0.128, p=0.037), ease of use (B =0.121, p = 0.004), organizational
culture (p=0.276, p=0.033), competitive pressure (B =0.152, p=0.012), security capabilities (} =0.114,
p=0.019), sufficient resources ( = 0.249, p = 0.001), and user readiness (f = 0.174, p = 0.003) positively
influenced the adoption of cybersecurity technologies.

Discussion and Conclusion

The findings of this study align with existing theories such as the Technology Acceptance Model
(TAM) and the Diffusion of Innovations (DOI) theory, which emphasize the role of factors like
compatibility, ease of use, managerial support, and organizational culture in technology adoption (Davis,
1989; Rogers, 2003). The study also supports the Resource-Based View (RBV) and Institutional Theory
(IT), highlighting the importance of organizational resources and environmental pressures (Hsu et al., 2006;
Wade & Hulland, 2004). The results are consistent with prior research, such as Liang et al. (2007), which
identified similar factors influencing technology assimilation (Liang et al., 2007).

Sensitivity analysis using ANN showed that environmental factors had the highest normalized
importance (33.3%), followed by organizational (28.8%) and technical factors (25.2%). This underscores
the pivotal role of environmental and organizational factors over technical factors in the adoption process.



Overall, the study confirms that for successful adoption of new cybersecurity technologies,
entrepreneurial organizations must consider a holistic approach, addressing technical, organizational, and
environmental factors. Managers should prioritize regulatory compliance, senior management support,
resource allocation, and user training to enhance cybersecurity adoption. Future research could explore
similar studies in different geographical regions or industries and examine the implementation and
execution aspects of cybersecurity technologies to provide a comprehensive understanding of the adoption
process.
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Hidden layer activation function: Softmax

Clutput layer activation function: Identity
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