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The present study aimed to develop a deep reinforcement learning-based model using neural
networks to detect fraudulent and suspicious transactions in banking payment systems, with a
focus on POS-based financial transactions. This applied case-study research was conducted
using real transaction data from Bank Pasargad and the benchmark CCFD dataset. The research
dataset included more than 250,000 real credit card transactions and 284,807 transactions from
the benchmark dataset. A hybrid framework consisting of deep reinforcement learning, artificial
neural networks, and autoencoder algorithms was employed for fraud detection. After
preprocessing, normalization, and dimensionality reduction using the bottleneck method, the
data were divided into training and testing subsets. Both supervised and unsupervised learning
strategies were simultaneously implemented to improve anomaly detection and fraud
classification performance. The proposed algorithms were implemented using R and Python
machine learning libraries. The results obtained from the real transaction dataset demonstrated
that the proposed model achieved excellent fraud detection performance with an AUC value of
0.999 and a Gini coefficient of 0.999. The final model correctly identified approximately 83%
of fraudulent transactions and nearly 100% of legitimate transactions. Furthermore, evaluation
on the CCFD benchmark dataset yielded an accuracy rate of 0.95 and a precision score of 0.97,
indicating the model’s strong capability in handling highly imbalanced datasets and identifying
anomalous financial behaviors. The findings indicated that integrating deep reinforcement
learning, neural networks, and autoencoder techniques provides an effective approach for
detecting fraud in financial and banking transactions. The proposed framework not only
improved fraud detection rates but also reduced classification errors and effectively managed
imbalanced transaction data. Therefore, the model can serve as a reliable infrastructure for
intelligent banking transaction monitoring and real-time fraud detection systems.

Keywords: Fraud Detection, Deep Reinforcement Learning, Neural Networks, Autoencoder, Banking
Transactions, Anomaly Detection
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Extended Abstract

Introduction

The rapid expansion of digital banking systems, electronic payment infrastructures,
cryptocurrencies, and cross-border financial transactions has significantly transformed the global financial
ecosystem. Alongside these developments, financial crimes—particularly money laundering and
fraudulent banking activities—have evolved into increasingly sophisticated and adaptive threats.
Traditional anti-money laundering (AML) systems, which primarily rely on rule-based monitoring and
manual inspection, are no longer sufficient to detect complex and dynamically changing criminal patterns.
The growing volume of financial data, coupled with the high similarity between legitimate and suspicious
transactions, has made the identification of illicit activities considerably more challenging. Consequently,
researchers and financial institutions have increasingly turned toward artificial intelligence, machine
learning, and deep learning approaches to improve fraud detection accuracy and automate AML processes
(Goecks et al., 2022). Studies have shown that intelligent systems are capable of identifying hidden patterns,
detecting anomalies, and adapting to emerging criminal strategies more efficiently than conventional
methods (Tsapa, 2023; Yusoff et al., 2023).

The application of machine learning and deep learning techniques in financial crime detection has
attracted significant scholarly attention in recent years. Artificial intelligence-based approaches have
demonstrated substantial potential in improving transaction monitoring, anomaly detection, and
suspicious activity recognition (Alhajeri & Alhashem, 2023). In addition, explainable artificial intelligence
and deep learning frameworks have enhanced the interpretability and operational effectiveness of anti-
money laundering systems (Kute et al., 2021). Researchers have also highlighted the importance of
integrating machine learning with graph analytics, blockchain technologies, and real-time transaction
analysis to address increasingly complex money laundering schemes (Kurshan & Shen, 2020; Oad, Razaque,
Tolemyssov, Alotaibi, Alotaibi, & Chenglin, 2021; Oad, Razaque, Tolemyssov, Alotaibi, Alotaibi, & Zhao, 2021).
The emergence of cryptocurrency-related financial crimes has further intensified the need for intelligent
detection systems capable of processing decentralized and highly interconnected transactional
environments (Chitsungo, 2024). Advanced graph-based learning approaches have shown promising results
in identifying suspicious cryptocurrency transaction networks and hidden laundering structures (Martins
& Brito, 2023; Ouyang et al., 2024; Stefansson et al., 2022).

Another critical challenge in financial fraud detection involves the highly imbalanced nature of
banking transaction datasets. Fraudulent transactions generally represent only a very small proportion of
total financial activities, causing many classification models to become biased toward legitimate
transactions. To address this issue, recent studies have proposed imbalance mitigation strategies, semi-
supervised learning models, active learning frameworks, and anomaly detection techniques (Aldahasi et
al., 2024; Karim et al., 2024; Labanca et al., 2022). Machine learning algorithms have also been applied to
suspicious transaction prediction and customer risk analytics with encouraging results (Lokanan &
Maddhesia, 2023; Zheng, 2025). Furthermore, statistical learning models and intelligent agents have been
developed to automate financial crime detection and improve the scalability of AML systems (Jensen &
losifidis, 2023; Wang, 2022). Despite these advances, significant challenges remain regarding false-positive
reduction, model adaptability, data imbalance, computational cost, and the continuous evolution of
criminal behaviors (Akhtar et al., 2023; Husnaningtyas et al., 2023).



m Shakeri Behbahani et al. Journal of Technology in Entrepreneurship and Strategic Management 4:4 (2025) 1-21

PUELISLLING INSTUTUTE

Given the growing importance of intelligent financial security systems, the present study aimed to
develop a deep reinforcement learning-based framework integrated with artificial neural networks and
autoencoder methods for detecting suspicious money laundering and fraudulent financial transactions
within banking systems. The proposed model sought to improve fraud detection accuracy, reduce false
classifications, and enhance anomaly detection performance in highly imbalanced financial datasets.

1 Methods and Materials

The present study was conducted using an applied and case-study research design focusing on
banking transaction fraud and money laundering detection. The research utilized real financial transaction
data obtained from a private banking institution as well as the benchmark CCFD dataset. The real-world
dataset initially consisted of approximately 300,000 banking transactions collected from POS-based
financial operations. Following data cleaning, preprocessing, and removal of irrelevant attributes,
approximately 250,000 validated transactions remained for model development and evaluation. The
benchmark CCFD dataset consisted of 284,807 European credit card transactions, including 492
fraudulent transactions, representing a highly imbalanced data distribution.

The proposed framework employed a hybrid architecture integrating deep reinforcement learning,
artificial neural networks, and autoencoder-based anomaly detection. Data preprocessing included
normalization, feature selection, categorical encoding, timestamp transformation, and dimensionality
reduction. Because of the imbalanced nature of the datasets, special attention was given to minimizing
false negatives and false positives. The dataset was divided into training and validation subsets using an
80/20 random split strategy. The training data were further separated into supervised and unsupervised
learning subsets to support both labeled classification and anomaly discovery processes.

The unsupervised phase of the framework employed deep autoencoder models for anomaly
detection and latent feature extraction. A bottleneck learning mechanism was implemented to reduce data
dimensionality while preserving critical transaction characteristics. Hidden layers with compressed
representations enabled the system to identify unusual behavioral patterns and distinguish anomalous
transactions from legitimate ones. The supervised phase utilized neural network classification models
initialized with pretrained autoencoder weights to enhance prediction accuracy and learning efficiency.

To implement the proposed framework, the R programming language was used for machine
learning modeling and data mining operations, while Python libraries including TensorFlow and Scikit-
learn were employed for additional experimental evaluation and benchmark comparisons. Performance
evaluation metrics included accuracy, precision, sensitivity, F-measure, Gini coefficient, mean squared
error (MSE), root mean squared error (RMSE), and area under the ROC curve (AUC).

Findings

The implementation of the proposed deep reinforcement learning framework on the real banking
transaction dataset demonstrated highly promising results. The developed model successfully classified
financial transactions into legitimate and fraudulent categories with a high level of precision. The
performance evaluation metrics indicated strong predictive capability, with the model achieving an AUC
value of 0.9995075 and a Gini coefficient of 0.9990149. The RMSE and MSE values also confirmed the
robustness and stability of the proposed architecture.

The anomaly detection mechanism based on autoencoder learning and bottleneck dimensionality
reduction significantly improved the identification of suspicious transactions. By reducing hidden feature
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dimensions and extracting latent behavioral structures, the model enhanced its ability to distinguish
abnormal transaction patterns from normal customer activities. The final model correctly identified
approximately 83% of fraudulent transactions while accurately classifying nearly 100% of legitimate
transactions. Increasing the prediction threshold from 0.5 to 0.6 improved classification reliability and
reduced false-positive rates without significantly affecting fraud detection sensitivity.

The proposed framework was further evaluated using the benchmark CCFD dataset. Following
normalization and balanced sampling procedures, the model was trained and tested on a reduced yet
representative transaction subset. The results demonstrated that the proposed framework achieved an
overall accuracy rate of 0.959, precision of 0.979, F-measure of 0.958, and sensitivity of 0.939. These
findings indicate that the model maintained strong performance even under highly imbalanced transaction
conditions.

The results also showed that integrating supervised and unsupervised learning approaches
improved the model’s ability to detect both known and previously unseen fraudulent behaviors. The deep
reinforcement learning framework effectively adapted to complex transaction environments and
demonstrated substantial capability in identifying anomalous financial activities that might remain
undetected using traditional rule-based systems.

Discussion and Conclusion

The findings of the present study demonstrate that deep reinforcement learning combined with
neural networks and autoencoder-based anomaly detection can provide an effective and intelligent
solution for detecting money laundering and fraudulent banking transactions. The proposed framework
successfully addressed several critical limitations of traditional anti-money laundering systems,
particularly regarding imbalanced data processing, anomaly detection, and adaptive fraud identification.
The high accuracy and precision achieved by the model indicate that intelligent learning-based approaches
can substantially improve the efficiency of financial transaction monitoring systems.

One of the most important contributions of the present study lies in the integration of supervised
and unsupervised learning strategies. While supervised learning enhanced classification precision for
previously identified fraudulent behaviors, unsupervised anomaly detection enabled the system to identify
emerging and previously unknown transaction patterns. This hybrid architecture increased the adaptability
of the model in dynamic financial environments where criminal behaviors evolve continuously over time.

The findings further revealed that dimensionality reduction through bottleneck autoencoder
structures significantly improved anomaly detection performance by extracting meaningful latent
transaction features. The use of compressed hidden-layer representations enabled the model to identify
subtle deviations in customer behavior while minimizing computational complexity. In addition, the
proposed framework demonstrated strong capability in reducing false-positive classifications, which
remains one of the major operational challenges in anti-money laundering systems.

The results obtained from both real banking transaction data and the benchmark CCFD dataset
indicate that deep reinforcement learning models can maintain stable performance under highly
imbalanced financial conditions. This is particularly important because fraudulent transactions typically
constitute only a very small percentage of overall banking activities. The proposed system showed strong
sensitivity in detecting suspicious activities while preserving high accuracy for legitimate transactions,
thereby improving overall system reliability.
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The increasing complexity of financial crimes, cryptocurrency-related laundering activities, and
digital transaction networks highlights the necessity of deploying intelligent and adaptive financial
security systems. The findings of the present study suggest that artificial intelligence-driven anti-money
laundering frameworks can enhance banking security, strengthen customer trust, and reduce financial
losses associated with fraud and illicit transactions. Furthermore, the scalability and flexibility of the
proposed framework make it suitable for integration into real-time banking transaction monitoring
infrastructures.

Overall, the present study confirms that deep reinforcement learning and intelligent anomaly
detection models represent a promising direction for future anti-money laundering and fraud detection
systems. As financial technologies continue to evolve, the implementation of adaptive machine learning
frameworks capable of processing large-scale transaction data will become increasingly essential for
maintaining financial integrity and combating sophisticated economic crimes.
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