MAN

PUBLISHING INSTITUTE

Journal Website

Article history:

Received 08 April 2026

Revised 23 June 2026

Accepted 30 June 2026

Initial Publication 30 June 2026
Final Publication 23 September 2026

AT 9 i
3
S 5 iy oo
TECHNOLOGY IN ENTREPRENEURSHIP

STRATEGIC MANAGMENT

Journal of Technology in Entrepreneurship
and Strategic Management

Volume 5, Issue 3, pp 1-37

E-ISSN: 3041-8585

A Cloud-Centric Data Governance Model Based on Deep Interactive
Hybrid Federated Learning for Anomaly Detection in the

Masoomeh. Mojtabaee*

Financial Sector

, Seyed Javad. Iranbanfard?“®, Sara. Najafzadeh®=, Mostafa. Kolahdoozi*

L Ph.D. Student Department of Information Technology Management, Ki.C., Islamic Azad University, Kish, Iran
2 Department of Management, Shi.C., Islamic Azad University, Shiraz, Iran
3 Department of Computer, YI.C., Islamic Azad University, Tehran, Iran
4 Department of Information Technology Management, SR.C. Islamic Azad University, Tehran, Iran

* Corresponding author email address: javad.iranban@iau.ac.ir

Article Info

ABSTRACT

Article type:
Original Research

How to cite this article:
Mojtabaee, M., Iranbanfard, S. J.,
Najafzadeh, S., & Kolahdoozi, M.
(2026). A  Cloud-Centric Data
Governance Model Based on Deep
Interactive Hybrid Federated Learning
for Anomaly Detection in the
Financial ~ Sector.  Journal  of
Technology in Entrepreneurship and
Strategic Management, 5(3), 1-37.

© 2026 the authors. Published by
KMAN Publication Inc.
(KMANPUB), Ontario, Canada. This
is an open access article under the
terms of the Creative Commons
Attribution-NonCommercial 4.0
International (CC BY-NC 4.0)
License.

CrossMask

The purpose of this study was to develop a cloud-centric data governance model based on deep
interactive hybrid federated learning to improve the accuracy of financial anomaly detection
while preserving data privacy and enhancing scalability in distributed financial environments.
This study proposed an intelligent framework integrating cloud computing, federated learning,
feature selection, and deep learning. Financial features were distributed between two federated
nodes, where the first node employed a filter-based feature selection strategy and the second
utilized a wrapper-based approach. In both federated environments, a Chaotic Harmony Search
Algorithm (CHSA) was used to optimize feature selection. The selected features were
subsequently aggregated on a central server and evaluated through a deep learning core based
on a Convolutional Neural Network (CNN). The proposed framework was implemented and
tested using the PaySim financial transaction dataset, and its performance was compared with
several conventional, ensemble, and state-of-the-art classification methods. The results
demonstrated the consistent superiority of the proposed framework across all experimental
scenarios. The CNN classifier achieved the highest accuracy of 98.49%, outperforming KNN
(92.69%), DT (95.23%), RF (95.28%), Bagging (95.28%), and XGBoost (94.93%).
Furthermore, the proposed approach surpassed previously reported methods, including ENN
(97%), Stacked-RF (96%), 1D-CNN (90%), ResNet-GRU (89.6%), Stacked Autoencoder
(85.2%), ADASYNN (79%), and SMOTEENN (73%). These findings confirm the effectiveness
of combining interactive federated learning, multi-stage feature selection, chaotic optimization,
and deep learning for financial anomaly detection. The findings indicate that integrating cloud-
centric data governance, federated learning, chaotic harmony search optimization, and deep
learning significantly enhances financial anomaly detection performance while maintaining
privacy and security requirements. The proposed framework offers a scalable, privacy-
preserving, and highly accurate solution for modern financial systems and fraud detection
applications.

Keywords: Data Governance; Cloud Computing; Federated Learning; Feature Selection; Chaotic
Harmony Search Algorithm; Deep Learning; Financial Anomaly Detection.
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Extended Abstract

Introduction

The rapid digital transformation of financial services has fundamentally reshaped the banking and
financial ecosystem. The widespread adoption of online banking, mobile payment systems, digital
financial services, and cloud-based infrastructures has generated unprecedented volumes of financial data.
While these developments have improved operational efficiency, accessibility, and customer experience,
they have simultaneously increased the complexity and frequency of financial fraud and anomalous
activities. Consequently, financial anomaly detection has become one of the most critical challenges
facing financial institutions, regulatory agencies, and policymakers worldwide (Munira, 2025; Ridzuan et
al., 2024).

Financial anomalies refer to unusual patterns or transactions that deviate from expected behavior
and may indicate fraudulent activities, money laundering, cyberattacks, operational errors, or other forms
of financial misconduct. The growing sophistication of fraudulent schemes has significantly reduced the
effectiveness of traditional rule-based fraud detection systems. Contemporary fraudsters continuously
adapt their strategies, creating dynamic and complex behavioral patterns that are difficult to detect through
conventional approaches. Recent systematic reviews have emphasized the necessity of adopting intelligent
and adaptive methods capable of identifying hidden patterns within large-scale financial datasets (Ali et
al., 2022; Hilal et al., 2022).

Artificial intelligence and machine learning technologies have emerged as powerful solutions for
addressing these challenges. By analyzing large volumes of structured and unstructured data, machine
learning algorithms can uncover complex relationships, identify suspicious behaviors, and predict
fraudulent transactions with higher accuracy than traditional systems. Recent studies have demonstrated
the effectiveness of machine learning and deep learning models in financial fraud detection, particularly
in environments characterized by highly nonlinear and multidimensional data structures (Almazroi & Ayub,
2023; Cao, 2022; Hernandez Aros et al., 2024; Paulraj, 2024). However, the increasing dependence on data-
driven systems has raised significant concerns regarding data governance, privacy protection, regulatory
compliance, and information security.

Data governance has consequently become a strategic necessity in modern financial environments.
Effective data governance ensures data quality, integrity, accessibility, transparency, and compliance with
regulatory requirements. Research has shown that robust data governance frameworks positively influence
both financial and non-financial organizational performance while improving risk management and
decision-making capabilities (Kothandapani, 2022; Naguib et al., 2024). Furthermore, cloud-based
governance architectures have provided scalable solutions for managing and analyzing massive datasets
generated by financial institutions (Pentyala, 2023; Yandrapalli, 2024).

The integration of artificial intelligence with cloud computing has introduced new opportunities
for intelligent governance and fraud prevention. Al-driven governance frameworks can automate
compliance monitoring, improve data quality management, and support real-time decision-making
processes (Paladugu, 2025; Pentyala, 2023). At the same time, the migration of financial services to multi-
cloud environments has created new challenges concerning data protection, privacy preservation, and
secure information exchange (Bhatia, 2025; Katari & Ankam, 2022).

One of the most significant obstacles in developing effective fraud detection systems is the
restriction on sharing sensitive financial data across institutions. Regulatory requirements and privacy
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concerns often prevent organizations from exchanging raw datasets. Federated learning has emerged as a
promising solution to this challenge by enabling collaborative model training without transferring raw
data. Instead, only model parameters and learned knowledge are exchanged among participating entities,
substantially reducing privacy risks while maintaining analytical capabilities (Aljunaid et al., 2025; Cao,
2022; Hernandez Aros et al., 2024).

Recent studies have also highlighted the value of behavioral biometrics and intelligent fraud
prevention systems. Behavioral patterns such as typing dynamics, interaction styles, and transaction habits
provide additional information that can improve anomaly detection accuracy. When combined with
artificial intelligence and data governance frameworks, behavioral biometrics can significantly strengthen
financial cybersecurity and fraud prevention capabilities (Finnegan et al., 2024; Oyekunle et al., 2025; Salami
et al., 2025).

Despite these advances, important research gaps remain. Existing studies frequently focus on
isolated aspects of anomaly detection, federated learning, cloud governance, or deep learning.
Comprehensive frameworks capable of simultaneously addressing privacy preservation, intelligent feature
selection, scalable cloud governance, federated learning, and financial anomaly detection remain limited.
Therefore, this study proposes a cloud-centric data governance model based on deep interactive hybrid
federated learning that integrates chaotic harmony search optimization and deep learning techniques to
improve financial anomaly detection while preserving privacy and supporting scalable governance
infrastructures (Hassan et al., 2025; Oloyede, 2025; Salmanov, 2025).

Methods and Materials

This study developed an intelligent cloud-centric data governance framework designed for
financial anomaly detection within distributed financial environments. The proposed architecture
integrates federated learning, hybrid feature selection, chaotic harmony search optimization, and deep
learning into a unified framework.

The PaySim financial transaction dataset was employed as the experimental benchmark. The
dataset contains simulated mobile financial transactions that realistically represent normal and fraudulent
financial activities. Eleven transaction-related attributes were available for analysis.

The proposed framework consisted of three primary stages. First, the feature space was distributed
across two federated nodes according to predefined weighting strategies. The first federated node
performed filter-based feature selection using entropy reduction and mutual information measures,
whereas the second federated node implemented wrapper-based feature selection considering
classification error and feature subset size.

In both federated environments, a Chaotic Harmony Search Algorithm (CHSA) was employed to
optimize feature selection. Logistic chaotic mapping was integrated into the harmony search process to
enhance exploration capability and prevent premature convergence. Binary solution vectors represented
candidate feature subsets, and iterative optimization procedures were conducted until convergence criteria
were satisfied.

Following local optimization, the selected feature subsets were transmitted to a central server
where feature aggregation was performed. A second optimization phase was then executed using a
wrapper-based CHSA combined with a deep learning core. The final feature subset generated by the
central server was used as input for multiple classification algorithms.
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The classification stage included Convolutional Neural Networks (CNN), k-Nearest Neighbors
(KNN), Decision Trees (DT), Random Forests (RF), Bagging, and XGBoost. Model performance was
evaluated using Accuracy, Recall, Precision, and F-Measure across multiple federated data-distribution
scenarios.

The entire implementation was conducted in MATLAB 2021 on a Windows-based computing
environment. Multiple experiments were performed to evaluate convergence behavior, feature selection
effectiveness, and classification performance under varying federated weight distributions.

Findings

The experimental results demonstrated the effectiveness of the proposed cloud-centric governance
framework across all evaluation scenarios. The convergence analysis revealed stable optimization
behavior within both federated nodes and the central server. The Chaotic Harmony Search Algorithm
consistently converged toward high-quality feature subsets while maintaining adequate exploration
throughout the search process.

The hybrid feature selection mechanism successfully reduced the dimensionality of the dataset
while preserving discriminative information relevant to anomaly detection. Different federated weight
configurations produced slightly different feature subsets; however, the final centralized optimization
stage consistently identified a compact and informative set of features.

Among all evaluated classifiers, the Convolutional Neural Network achieved the highest
performance. The CNN model obtained an overall accuracy of 98.49%, outperforming all baseline and
ensemble methods. The KNN classifier achieved an accuracy of 92.69%, while Decision Tree, Random
Forest, and Bagging classifiers achieved accuracies of approximately 95.23%, 95.28%, and 95.28%,
respectively. XGBoost achieved an accuracy of 94.93%.

Additional performance metrics confirmed the superiority of the CNN-based framework. Across
all federated weighting scenarios, CNN consistently produced the highest Recall, Precision, and F-
Measure values. The stability of these metrics demonstrated the robustness of the proposed feature
selection and governance architecture.

Comparative analysis with previous studies further highlighted the effectiveness of the proposed
approach. The obtained accuracy exceeded the performance reported for ENN (97%), RF-Stacked (96%),
1D-CNN (90%), ResNet-GRU (89.6%), Stacked Autoencoder (85.2%), ADASYNN (79%), and
SMOTEENN (73%). These findings indicate that the integration of federated learning, chaotic
optimization, cloud-centric governance, and deep learning significantly enhances financial anomaly
detection capabilities.

Discussion and Conclusion

The findings demonstrate that integrating cloud-centric data governance with interactive federated
learning and deep learning can substantially improve financial anomaly detection performance. The
proposed framework effectively addressed several major challenges associated with modern financial
environments, including privacy preservation, distributed data management, feature redundancy,
scalability, and classification accuracy.

The superior performance of the CNN classifier suggests that deep learning architectures are
particularly effective in capturing complex nonlinear relationships within financial transaction data. The
hybrid feature selection strategy contributed significantly to this outcome by eliminating irrelevant
attributes while preserving informative patterns associated with fraudulent behavior.



m Mojtabaee et al. Journal of Technology in Entrepreneurship and Strategic Management 5:3 (2026) 1-37

PUELISLLING INSTUTUTE

The federated learning architecture represents another important contribution of this study. By
enabling collaborative learning without transferring raw financial data, the framework provides a practical
solution for organizations operating under strict privacy and regulatory requirements. This capability is
particularly valuable in financial ecosystems where institutions must cooperate while maintaining
confidentiality.

The integration of chaotic harmony search optimization also proved beneficial. The use of chaotic
dynamics enhanced the exploration capacity of the optimization process, reducing the likelihood of
premature convergence and improving feature subset quality. This resulted in more efficient learning and
improved classification performance.

From a governance perspective, the framework demonstrates that anomaly detection should not be
viewed solely as a machine learning problem. Effective detection systems require comprehensive
governance structures that ensure data quality, security, compliance, transparency, and scalability. The
cloud-centric governance model proposed in this study provides such a foundation while supporting
advanced analytical capabilities.

Overall, the proposed framework successfully combines intelligent data governance, federated
learning, chaotic optimization, and deep learning into a unified architecture capable of achieving highly
accurate financial anomaly detection. The results indicate that such integrated approaches represent a
promising direction for the development of next-generation fraud detection systems capable of meeting
the security, privacy, and operational requirements of modern financial institutions.
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