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CrossMark

This study aimed to develop and validate a comprehensive smart technology-based health,
safety, and environmental risk management model for Shahid Rajaee Port using network
analysis and multi-criteria decision-making. This applied and developmental study employed an
exploratory sequential mixed-methods design. The study population consisted of HSE, container
operations, information technology, automation, environmental management, firefighting, and
crisis management specialists working at Shahid Rajaee Port. Twenty-four experts were selected
through purposive and snowball sampling. Data were collected through document review, semi-
structured interviews, fuzzy Delphi questionnaires, fuzzy DEMATEL matrices, analytic network
process pairwise comparisons, and technology evaluation matrices. The data were analyzed
using thematic analysis, fuzzy Delphi, fuzzy DEMATEL, the analytic network process, and
fuzzy VIKOR. Qualitative analysis identified 20 indicators within five dimensions: safety and
operational, managerial and organizational, technological and cybersecurity, environmental, and
occupational health risks. Kendall’s coefficient of concordance in the second Delphi round was
0.71 and statistically significant. Fuzzy DEMATEL identified the managerial and organizational
dimension as the strongest causal factor, with a net influence value of 1.15. The analytic network
process assigned weights of 0.286, 0.243, and 0.203 to the safety and operational, managerial
and organizational, and technological and cybersecurity dimensions, respectively. Mobile
equipment collisions, container drops, and weak safety culture were the three highest-priority
indicators. Fuzzy VIKOR ranked the integrated intelligent HSE command center, Internet of
Things sensor networks, and artificial intelligence-based predictive analytics as the leading
technological alternatives. Effective HSE risk management in container ports requires a
network-based, proactive, and data-driven approach in which managerial and organizational
reforms are integrated with the phased implementation of smart technologies and an integrated
HSE command center.

Keywords: HSE risk management, smart technology, container port, fuzzy DEMATEL, analytic
network process, fuzzy VIKOR, Shahid Rajaee Port
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Extended Abstract

Introduction

Container ports are among the most complex and high-risk nodes of international supply chains
because they involve the continuous interaction of workers, heavy machinery, hazardous cargo,
transportation fleets, digital control systems, storage facilities, and environmental resources. Container
handling operations expose employees and infrastructure to multiple health, safety, and environmental
risks, including collisions involving mobile equipment, dropped containers, crane and spreader failures,
fires, explosions, falls from height, occupational fatigue, noise, vibration, heat stress, chemical exposure,
fuel leakage, marine pollution, and disruption of automated control systems. Because these hazards are
interdependent, conventional risk assessment approaches that examine risks as isolated events cannot
adequately explain the causal pathways through which organizational weaknesses, human errors,
equipment failures, and technological vulnerabilities produce major accidents. Integrating occupational
health and safety into enterprise risk management can elevate HSE concerns from operational compliance
issues to strategic organizational priorities and enable their consideration in resource allocation,
governance, and performance management (Kilig¢ & Vayvay, 2025).

The organizational context is particularly important because safety outcomes are strongly
influenced by leadership commitment, safety culture, role clarity, training quality, maintenance policies,
communication systems, and employee participation. Strategic leadership can improve occupational
health and safety by coordinating quality management practices, organizational priorities, and safety
responsibilities (Fadhel & Alqurs, 2025). Safety culture should also be understood as a measurable
organizational capability that shapes reporting behavior, learning from error, and compliance with
preventive controls (Glebova et al., 2023). A constructive error-acceptance culture may encourage
employees to report near misses and operational failures, whereas punitive responses can suppress critical
safety information and increase the probability of repeated human error (Gholamhoseinpour et al., 2025).
Moreover, job clarity supports safety performance because employees who clearly understand their
responsibilities and operational boundaries are better able to coordinate activities and avoid unsafe actions
(Baker et al., 2023). Safety attitudes and human resource practices are also related to employee productivity,
indicating that safety and operational efficiency should not be treated as conflicting objectives (Mutegi et
al., 2023).

Human factors remain central to risk formation in container terminals. Workers must continuously
interpret warning signals, equipment movements, cargo conditions, weather changes, and the behavior of
other employees while working under time pressure. Risk perception can affect safety participation
through multiple pathways, while mindfulness may strengthen workers’ ability to respond appropriately
to hazards (Zong et al., 2025). Psychological safety and organizational justice can further support self-
regulation by allowing employees to communicate concerns, admit errors, and challenge unsafe decisions
without fear of unfair consequences (Hussein & Akhtar, 2023). Training for resilience and critical situation
management is therefore essential because conventional instruction may not adequately prepare personnel
for uncertain, rapidly evolving emergencies (Ketelaars et al., 2024). Effective HSE interventions also
depend on organizational, educational, managerial, and contextual conditions rather than on the technical
quality of the intervention alone (Ashoori et al., 2025).

Rapid digitalization has created new opportunities for transforming port risk management from a
reactive to a predictive system. Artificial intelligence can analyze large volumes of operational and
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historical data, identify hidden accident patterns, support decision-making, and forecast equipment
failures; however, data quality, algorithmic bias, transparency, accountability, and cybersecurity remain
significant challenges (Yazdi et al., 2024). Big data and artificial intelligence have demonstrated potential
for improving safety monitoring, quality management, and managerial decision-making through real-time
analysis (Jiang et al., 2024). Deep learning and computer vision can detect unsafe behavior, unauthorized
entry into hazardous zones, missing personal protective equipment, smoke, fire, and dangerous proximity
between workers and machinery (Mohy et al., 2024). The integration of text-, vision-, and audio-based
artificial intelligence applications can further strengthen hazard detection and incident analysis (Rabbi,
2024). Ontology-based systems and knowledge graphs can organize dispersed safety information and
reveal relationships among hazards, activities, equipment, and controls (Doukari et al., 2024; Hao, 2025).
Nevertheless, technology can become a new source of risk when sensors are unreliable, algorithms
generate false warnings, communication systems fail, or cyberattacks disrupt automated operations.
Therefore, intelligent HSE management should be designed as a socio-technical system that integrates
leadership, safety culture, human competence, operational controls, data infrastructure, and digital
technologies. Accordingly, this study aimed to develop a comprehensive smart technology-based HSE
risk management model for container ports using network analysis and multi-criteria decision-making at
Shahid Rajaee Port.

Methods and Materials

This applied and developmental study used an exploratory sequential mixed-methods design. The
qualitative phase employed document analysis and thematic analysis, while the quantitative phase
combined fuzzy Delphi, fuzzy DEMATEL, the analytic network process, and fuzzy VIKOR. The research
setting included container berths, container yards, warehouses, equipment traffic routes, loading and
unloading units, HSE departments, firefighting and emergency response units, information technology
systems, and monitoring facilities at Shahid Rajaee Port in Hormozgan Province, Iran.

The study participants were 24 experts selected through criterion-based purposive and snowball
sampling. The panel included 7 HSE managers and specialists, 5 container operations managers and
supervisors, 4 information technology, automation, and intelligent systems specialists, 3 firefighting and
emergency management experts, 3 port environmental specialists, and 2 senior port managers. Eligibility
criteria included at least a bachelor’s degree, a minimum of 5 years of relevant experience in port or
maritime operations, direct experience in HSE risk identification or control, familiarity with container
terminal processes, and willingness to participate in all research stages. The participants had a mean
professional experience of 14.6 years, ranging from 6 to 28 years.

Data were collected through HSE reports, accident and near-miss records, inspection documents,
semi-structured interviews, a researcher-developed HSE risk questionnaire, fuzzy Delphi forms, fuzzy
DEMATEL pairwise influence matrices, analytic network process comparisons, and a fuzzy technology
evaluation matrix. Twenty-four interviews lasting between 45 and 75 minutes were conducted. The
interviews were transcribed verbatim and analyzed through familiarization, open coding, theme
development, theme review, and final categorization. The initial indicators were then evaluated in two
fuzzy Delphi rounds. Fuzzy DEMATEL was used to determine causal relationships and distinguish
influential from dependent dimensions. The analytic network process was applied to calculate the final
weights of dimensions and indicators while accounting for interdependence. Finally, seven smart
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technology alternatives were assessed by fuzzy VIKOR according to effectiveness, predictive capability,
response speed, implementation cost, integration capacity, reliability, cybersecurity, usability, scalability,
and training requirements. Sensitivity analysis was conducted by changing the VIKOR compromise
coefficient and modifying the main criterion weights.

Findings

Analysis of the interviews and documents produced 412 meaning units, 124 initial codes, 37
organizing concepts, 20 final indicators, and 5 main dimensions: safety and operational risks, managerial
and organizational risks, technological and cybersecurity risks, environmental risks, and occupational
health risks. All 20 indicators were retained after fuzzy Delphi analysis. The experts’ agreement ranged
from 79.2% to 95.8%, and the defuzzified scores ranged from 0.78 to 0.92. Kendall’s coefficient of
concordance increased from 0.56 in the first round to 0.71 in the second round. The second-round chi-
square value was 323.76 with 19 degrees of freedom and a significance level below 0.001, indicating
satisfactory convergence of expert judgments.

The highest fuzzy Delphi score was obtained for collisions between mobile equipment, workers,
vehicles, or other machinery at 0.92. Container drops, spreader failure, and crane instability received a
score of 0.91, as did weak safety culture and insufficient management commitment. Poor data integrity
and unreliable sensors received 0.90, while fire, explosion, and hazardous cargo incidents received 0.89.

Fuzzy DEMATEL showed that the safety and operational dimension had the highest overall
prominence, with a D+R value of 8.90. The technological and cybersecurity dimension ranked second
with 8.61, followed by the managerial and organizational dimension with 8.57. However, the managerial
and organizational dimension had the highest net causal effect, with a D—R value of 1.15, identifying it as
the principal causal driver of the model. Safety and operational risks also had a positive causal value of
0.54, while technological and cybersecurity risks had a smaller positive value of 0.09. Environmental and
occupational health dimensions were predominantly dependent, with D—R values of —0.31 and —0.47,
respectively. The strongest relationship was the effect of managerial and organizational factors on safety
and operational risks, with a total relation value of 0.43.

The analytic network process assigned the highest dimension weight to safety and operational risks
at 0.286. Managerial and organizational risks ranked second at 0.243, followed by technological and
cybersecurity risks at 0.203, environmental risks at 0.147, and occupational health risks at 0.121. At the
indicator level, mobile equipment collision had the highest final network weight at 0.0887. Container drop
and spreader failure ranked second at 0.0772, weak safety culture and management commitment ranked
third at 0.0729, fire and explosion ranked fourth at 0.0658, and ineffective preventive maintenance ranked
fifth at 0.0632. Poor data integrity and unreliable sensors, inadequate training and human error control,
cybersecurity vulnerability, falls from height, and algorithmic error completed the ten highest-priority
indicators.

Fuzzy VIKOR ranked the integrated intelligent HSE command center as the best technological
strategy, with a compromise index of 0.000. The Internet of Things sensor network ranked second with
0.177, and artificial intelligence-based predictive analytics ranked third with 0.240. Computer vision
ranked fourth with 0.368, the digital twin ranked fifth with 0.524, smart personal protective equipment
ranked sixth with 0.696, and drones and inspection robots ranked seventh with 1.000. The difference
between the first and second alternatives exceeded the acceptable advantage threshold. Sensitivity analysis
confirmed the stability of the top three alternatives across compromise coefficient values of 0.25, 0.50,
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and 0.75. Spearman rank correlations between the baseline and sensitivity scenarios ranged from 0.929 to
1.000.

Discussion and Conclusion

The findings demonstrate that HSE risk management in container ports should not be organized
as a collection of isolated safety procedures. Instead, it should operate as an integrated causal network in
which managerial decisions, technological infrastructure, human competence, equipment condition, and
operational hazards continuously interact. Although safety and operational risks received the highest
overall weight, managerial and organizational factors were the strongest causal drivers. This distinction is
important because it indicates that visible accidents such as equipment collisions, container drops, and
fires are often the downstream consequences of weak management commitment, poor maintenance,
inadequate training, deficient coordination, and limited organizational learning.

The high priority assigned to data integrity, sensor reliability, cybersecurity, and algorithm
accuracy further indicates that port digitalization introduces both opportunities and vulnerabilities.
Intelligent technologies can support early warning, predictive maintenance, behavioral monitoring, and
emergency response, but their effectiveness depends on reliable data and secure, interoperable systems.
Consequently, technological modernization should be accompanied by governance mechanisms for data
quality, algorithm validation, access control, cybersecurity, human oversight, and continuous performance
evaluation.

The integrated intelligent HSE command center emerged as the most appropriate strategic
alternative because it provides the organizational and technical infrastructure needed to connect multiple
technologies and convert fragmented data into coordinated decisions. Internet of Things sensors and
predictive analytics were ranked as the next priorities because they provide continuous operational data
and support anticipatory intervention before hazards become accidents. Computer vision, digital twins,
wearables, drones, and inspection robots should be implemented as complementary components according
to operational needs, infrastructure readiness, and available resources.

Overall, the proposed model consists of four interconnected layers. Managerial and organizational
factors form the causal foundation; technological and cybersecurity factors provide the supporting
infrastructure; safety and operational risks represent the primary intervention points; and environmental
and occupational health outcomes constitute the major consequences. The intelligent HSE command
center connects these layers through continuous monitoring, prediction, warning, response, feedback, and
organizational learning. The model therefore offers a structured pathway for transforming HSE
management at Shahid Rajaee Port from a reactive and fragmented approach into a proactive, data-driven,
network-based, and continuously learning system.
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